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Kroky nastavenia v obrdzkoch
Co ziskal bezny pouzivatel ?
Zaver a prinosy CM rieSenia

PROBLEM

Volne Siritelny OpenVPN klient pre spravnu funkciu potrebuje opravnenia na zmenu v sietovej
konfiguracii (napr. pre prikaz route add). V prostredi, kde vadm zélezi na bezpecnosti a pouzivatelom
nedavate administratorské opravnenia, je to komplikacia a da sa prekonat r6znymi sp6sobmi. Na
novsich systémoch (od Visty vyssie ) je problémom zladenie spustenia pod pouzivatelom s
administratorskymi opravneniami a session (obrazovka pouzivatela) pre zobrazenie ikonky.

My vadm ponudkame rieSenie, ktoré nielen priradi potrebné opravnenia, ale aj zabezpedi spolahlivy
automatizovany Start klienta OpenVPN s ikonkou pre ovladanie spojeni na kazdom opera¢nom
systéme Windows (v¢itane WIN 8).

MOZNOSTI S CM

K spusteniu vyuzijeme C-Monitor klienta (min. verzie 2.6.), kde cez Scheduler nastavime ulohu pre
OpenVPN. V rdmci tejto Ulohy bude zadefinované vsetko - Ucet s administratoskymi opravneniami
pre spustenie, sessionpre spustenie akéhokolvek prihlaseného pouzivatela (uz bude jedno ¢i bude
admin alebo nie), udalost na spustenie - Standardne po nabootovani systému, ale aj kedykolvek
rucne cez ikonku.

Takyto spbsob spustania obide aj pytanie potvrdenia UAC, ak pouzivatel je administratorom, ale z
bezpecnostnych dévodov ma zapnuté potvrdzovanie kazdého programu zasahujiceho do systému.

V pripade zmeny konfiguracie moéznete napldnovanu Ulohu vzdialene upravit cez CM portal [1] a
nemusite robit vsetko len lokdlne na poditadi.

AKO NA TO
Nastavenie v C-MonitorConsole, Casti Scheduler je v nasledujucich krokoch :

1. Priddme novU ulohu bez sprievodcu, pomenujeme Glohu napriklad OpenVPN
2.V zalozke General Do Command line viozime cell cestu ku OpenVPN-GUI programu. Ak je v
ceste medzera, musi byt v Gvodzovkach.
Startup directory nastavime na rovnaky adresér ako je exe subor.

Vypneme spustanie podla datumu a ¢asu (periddy), aktivujeme spustanie po nastartovani
operac¢ného systému.
3. Podpiseme OpenVpn-gui.exe stbor (ikonka klt¢ika napravo od command line)
4.V zalozke Accounts bud ponechame spustenie pod System Local accounts (ako je spusteny
C-Monitor) alebo si zvolime moznost Run as another user. Drobnou nevyhodou spustenia pod
SYSTEM pouzivatelom je nezobrazovanie ikonky OpenVPN v paneli tloh.
5.V zélozke Advanced v prvej polozke Execute in Session zmenime hodnotu na Logged user
session (app will be terminated by that user logoff). To zabezpeci vzdy viditelnost sptistaného
programu pre akéhokol'vek prihldseného pouzivatela.
6. Vytvorime ikonku na plochu pre ru¢né spustenie.
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KROKY NASTAVENIi ILUSTROVANE V OBRAZKOCH
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Obrazek: V C-MonitorConsole v Scheduleri dame naplanovat novu ulohu
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Mew Tazk
| Do Before E xecution | Result File(s) | On T ask Finish | E-Mai
General | Accounts I Advanced I Conditions far Execution I Security
Name [Description) ) Categary
OpertPH -
Scheduling Enabled [T] Shaw in Info Panel
Command Line
["u::'xF'ru:ugram Filez\0 peri/PMbinhopenvpr-gui-1.0.3.exe" % =
M | Startup Directary
["u::'\F'ru:ugram Filez"0 peri/PMbin'' =
[ Execute by Date and Time Vypnit spi&tanie v Easovej peridde
W] Execute on [Trigger, 05 start, ___] L ) )
- Zapnut spu3tanie po nabootovani systému
[Dperatmg System start v]
|
il [ User must confirm execution
(] ] [ Cancel

Obrazek: V zdlozke General vyplnime udaje k spusteniu programu OpenVPN-gui..-exe
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( Mew Tazk Iﬁﬁ

| Do Before E xecution | Result File(s) | On T ask Finish | E-Mai
General | Accounts I Advanced I Conditions far Execution I Security
Mame [Description] Categary
OpertPH -
Scheduling Enabled [T] Shaw in Info Panel

Comrmand Line
"c:hProgram Files'\OpentyPMAbintopenvpr-gui-1.0.3.exe" @ =

Ml Startup Directary
"c:\Program Files'\O pert/PMbin'' =

[7] Execute by Date and Time

L Execute on [Trigger, 05 start, ___]

[ Operating Spstem start ]

il [ User must confirm execution

(] ] [ Cancel

Obrazek: PodpiSeme .exe program, aby C-Monitor poznal, Ze je to subor, ktory sme my
dali spustat.
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Do Before Execution | Result File(s) | On T ask Finish | E-Mai
General | I Accounts I | Advanced I Conditions far Execution I Security

7' Run under zame ugzer account asz is running C-Monitor

@ Run as another user [user must exist on this computer or in your domain])

Izer Hame Drarnain
adminucet
Pazzward Pazzward Confirmation

e xxxxxxxxxai

) Run under logged on users

Fun under each logged on uzer

Fur with highest privileges [uszed only for Windows YWista, 2008,...]
[7] Connect persistently mapped network drives [with created process user]

[[] Uze remote access credentialz [connect to network device as another user]

(] ] [ Cancel

Obrazek: V zalozke Accounts bud ponechame default systémového pouzivatel'a alebo

dame existujuci admin ucet.
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Do Before E xecution | Rresult File(s] | On T ask Finish | E-Mai
General I Accounts | Advanced | Conditions far Execution I Security

Execute on sezsion [used anly for Windows Vista, 2003....]

Logged user session [app will be terminated by that user logoff)

B

[ Critical tazk - Can't shutdown # restart PC by C-koritor, while this task
[7] Pause C-Monitar [Disk Activity]

Show bMode [Nurmal v]
Priority [ Mormal - ]
Mir interval between executions ’.ﬁ.utumatic [12h] -

[] Masimum delay of execution

[7] Randam delay of execution

[T]*wake up the PC using Ch server and another PC in the LAM at the execution time

[T] 5end mag to Ch, if task running time iz more than specified time

[ Terminate task, if it's running time is more than the specified time

[ Showe waiting list settings

oK || Cancel |

Obrazek: V zalozke Advanced je dolezité dat moznost Logged user sessions (inak by s to
spustilo na Session 0 a to by sme ikonku OpenVPN nevideli.
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Obrazek: Vytvorenie ikonky na Desktop. Po vytvoreni ikonky, zmente ikonu na OpenVPN

Zodpovieme este jednu nepolozenu otadzku. Prec¢o pouzivatelovi nenastavime OpenVPN v
rezime sluzby ? Odpoved je, ze pre konfiguraciu pripojenia s heslom to vobec nie je mozné
(rezim sluzby je mozné nasadit len pre konfiguraciu bez hesla do pripojenia a je jedno ¢i je to heslo
pre certifikat alebo overovanie na strane server). Druhy dévod pre nepouzivanie rezimu sluzby je, ze
v zobrazenej ikonke (ak sa zobrazi) sa nesignalizuje stav pripojenia (stale je fialova) a
pouzivatel v pripade problémov nevie, ¢o sa deje.

CO ZiSKAL BEZNY POUZIVATEL ?

Pouzivatel pocita¢a ziskava potrebnl bezpecnost - nedostdva zbytocne opravnenia, ktoré by mohli
poskodit jeho pocitad, Usporu viacerych kliknuti (aj keby admin prava dostal) a vzdy pripravend

ikonbku pre pripojenie.

ikonku, Cize su pokrtyé vsSetky potreby pouzivatela

ZAVER A PRINOS CM

Pre opatovné spustenie programu ru¢ne bude mat na ploche vytvorend

S pomocou CM sme optimalne vyriesili problém s OpenVPN pripojenim. Pri zachovani bezpecnosti
sme dosiahli komfort pre pouzivatela. Nastavenie je mozne zvladnut do 1min.

Date:
17.12.20120bréazky:
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